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Fix Spam Ads in Safari

Some websites will bring up pop up ads that stop How to fix it

you from using your computer. They usually try

to convince you to download a program or call a To get rid of the ad, you should first close Safari:
phone number (where they ask you for money to fix  Step 1: Find Safari in the Dock

the imaginary problem).

They will also try to convince you that there’s
something wrong with your computer. Don’t
believe them!
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Step 2: Right Click on Safari
Step 3: Hold the option key on your keyboard down
and select Force Quit

Here’s some examples. Notice how they try to
convince you that there’s something wrong with
your computer and they try to look like they’re
officially coming from Apple?
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Your system is infected with 3 viruses!

s
Your Mac is infected with 3 viruses. Our security check found traces of 2 m;
- Immediate removal required!
AppleCare
FrotectionPlan— The immediate removal of the viruses is required to prevent further system

Traces of 1 phishing/spyware were found on your Mac with OS5 X 10.12.

Personal and banking information are at risk.

To reopen Safari, hold down the Shift Key on your
To avoid more damage click on 'Scan Now' immediately. Our deep scan wil . .
1 minute and 54 seconds remaining before damage is permanen keyboa rd and Clle Safa rl.
This will open Safari up without bringing up the
pages you had open before (in particular, the page

that was giving you the ad).

Please consider cleaning your Mac from junk.
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Identifying Phishing Emails

A Phishing email is an email that’s designed to trick
you into handing over information such as bank or
login details so they can either send out spam to
other people (using your email), identity theft or
stealing money from you.

They’re designed to look as close as they can to an
official email, so here’s a few tricks on how to work
out if they’re actually legitimate emails or not.

This guide is written assuming you’re using Mail.
app on a Mac, but it the process is very similarin
any other email program.

Check the Sender

In Mail on a Mac, you can click on the sender to see
where the email is coming from. You should check
to see if the address here looks legitimate.

Note that some spam will look like it’s coming from
a legitimate address, even if it’s not real!

Here’s an example, it’s an email that looks like it’s
coming from the Good Guys, if you click on who it’s
from, it’s actually coming from a strange address (in
this case, enycertiets.info).

Your best possible wee
To: s
Reply-To: Good Guys
T
d to Contacts d trea

Search for "Good Guys Giveaway”

Check the Links

You can hover your mouse over a link to see where
it leads. Check to make sure the address is correct.

In our Good Guys spam example, you would
*expect™ the link on the website to be a goodguys
address, in this case however, it’s pointing to
enycertiets.info. That’s pretty sus!

Dear Customer,

Your email address has been selected through our Customer's
database selection as one of the Customers for today's giveaway
event sponsored by our "BESTSELLERS OF 2017" program.

One of The Good Guys bestsellers of 2017 has been an iPhone 7
and therefore this month we are giving away 20 x iPhone 7.

It's time to celebrate, because you are selected as one of the 20
chosen customers! You are therefore approved to apply for y
iPhone 7 now.

GET MY IPHONE 7&

http://enycertiets.info/somtap?
Attention! there | e=UXYu02bj5CdI5GdzV2dAJncltmbo9maS&m=
63646148&I1=0.

Here’s another example, you can see it has a link
there, but when you hover your mouse over the
link, it’s actually pointing to a completely different
address!

From: Global Service Exchange <howard@ultimatedigitalmarketing.com>
Date: 26 June 2017 at 16:03

Subject: [Warning] Email server usage at 91% of quota

To: j=—————com.au

Please be aware that you are nearing capacity of your email storage quota on
the server. You are currently using 9542153 (kb), or 91%
of the quota of 10485760 (kb).

htt}gs://idmsa.ap_gle.com/lDMSWebAulh@ assicLogin.html-ap

Please move any messages you N0 loNger uvwe vas ww ovs ver v yuas
local email folders. You may also want to check any "Sent Messages",
"Trash" or "Deleted Items" folders for email that no longer needs to
be on the server.
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